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  # WalletConnect v1.0

## Introduction

WalletConnect is an open protocol to communicate securely between Wallets and Dapps (Web3 Apps). The protocol establishes a remote connection between two apps and/or devices using a Bridge server to relay payloads. These payloads are symmetrically encrypted through a shared key between the two peers. The connection is initiated by one peer displaying a QR Code or deep link with a standard WalletConnect URI and is established when the counter-party approves this connection request. It also includes an optional Push server to allow Native applications to notify the user of incoming payloads for established connections.

## Getting Started

Currently the WalletConnect protocol has references implementations written in Typescript for the Client, the Bridge Server and the Push server.

To quickly setup for your Dapp or Wallet, go to [Quick Start](https://github.com/WalletConnect/walletconnect-docs/tree/4665484efb48d649211b3afa7e6a38eac4f3d104/quick-start/README.md) for code examples.

To read in more detail about the WalletConnect protocol, go to [Technical Specification](tech-spec.md)

Additionally you can also consult the API references for [Client](client-api.md), [Bridge Server](bridge-server.md) and [Push Server](push-server.md)

## Useful Links

Test Wallet: [test.walletconnect.org](https://test.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-test-wallet))

![test wallet](.gitbook/assets/img_3394.jpg)

Example Dapp: [example.walletconnect.org](https://example.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-example-dapp))

![example dapp](.gitbook/assets/screenshot-2019-01-31-16.52.57.png)

## Community

Share your experience, contribute or ask questions with the WalletConnect Community


	Discord: [https://discord.walletconnect.org](https://discord.walletconnect.org)


	Twitter: [https://twitter.com/walletconnect](https://twitter.com/walletconnect)


	Github: [https://github.com/walletconnect](https://github.com/walletconnect)
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  # Bridge Server API Reference

## Test Hello World


	```bash
	GET https://bridge.walletconnect.org/hello

Response:
Status: 200
Content-Type: text/plain; charset=utf-8
Body: Hello World, this is WalletConnect v1.0





```

## Get Bridge Server Info


	```bash
	GET https://bridge.walletconnect.org/info

Response:
Status: 200
Content-Type: application/json; charset=utf-8
Body:
{


“name”: “WalletConnect Bridge Server”,
“repository”: “walletconnect-bridge”,
“version”: “1.0”




}





```

## Subscribe Push Notification Webhook


	```bash
	POST https://bridge.walletconnect.org/subscribe
Content-Type: application/json
Body:
{


“topic”: <client_id>,
“webhook”: <push_notification_webhook>




}

Response:
Status: 200
Content-Type: application/json; charset=utf-8
Body:
{


“success”: true




}





```



            

          

      

      

    

  

    
      
          
            
  # Client API Reference

## Register Event Subscription

```typescript
function on(


event: string,
callback: (error: Error | null, payload: any | null) => void




): void;
```

Events: connect, disconnect, session_request, session_update, call_request, wc_sessionRequest, wc_sessionUpdate

## Create New Session (session_request)

`typescript
async function createSession(): Promise<void>;
`

## Approve Session Request (connect)

```typescript
function approveSession({


chainId: number, // Required
accounts: string[] // Required




}): void;
```

## Reject Session Request (disconnect)

```typescript
function rejectSession({


message: ‘OPTIONAL_ERROR_MESSAGE’




}): void;
```

## Update Session (session_update)

```typescript
function updateSession({


chainId: number, // Required
accounts: string[] // Required




}): void;
```

## Kill Session (disconnect)

`typescript
function killSession(): void;
`

## Send Transaction (eth_sendTransaction)

```typescript
async function sendTransaction({


from: string, // Required
to: string, // Required
gas: string, // Required
gasPrice: string, // Required
value: string, // Required
data: string, // Required
nonce: string, // Required




}): Promise<string>;
```

Returns: Transaction hash

## Sign Transaction (eth_signTransaction)

```typescript
async function signTransaction({


from: string, // Required
to: string, // Required
gas: string, // Required
gasPrice: string, // Required
value: string, // Required
data: string, // Required
nonce: string, // Required




}): Promise<string>;
```

Returns: Signed Transaction

## Sign Message (eth_sign)

`typescript
async function signMessage(params: string[]): Promise<string>;
`

Returns: Signature

## Sign Personal Message (personal_sign)

`typescript
async function signPersonalMessage(params: string[]): Promise<string>;
`

Returns: Signature

## Sign Typed Data (eth_signTypedData)

`typescript
async function signTypedData(params: any[]): Promise<string>;
`

Returns: Signature

## Send Custom Request

`javascript
async function sendCustomRequest(payload: IJsonRpcRequest): Promise<any>;
`

Returns: JSON-RPC Response

## Approve Call Request

```typescript
function approveRequest({


id: number, // Required
result: any, // Required




}): void;
```

## Reject Call Request

```typescript
function rejectRequest({


id: 1,
error: {


message: “OPTIONAL_ERROR_MESSAGE”




}




}): void;
```



            

          

      

      

    

  

    
      
          
            
  # Legacy Clients

During the beta development of the WalletConnect clients, there were NPM packages distributed for Browser, React-Native and NodeJS clients which targetted different platforms.

```bash
# For Browser apps
> @walletconnect/browser

# For React-Native apps
> @walletconnect/react-native

# For NodeJS apps
> @walletconnect/node
```

Now it’s unnecessary to choose between the different packages and there is a single isomorphic client distributed on NPM package for all platforms

`bash
# For all apps
> @walletconnect/client
`

If you used to integrate any of the above standalone clients for WalletConnect, we describe below how you should migrate to the isomorphic client now distributed

## Migrating from Browser Client

Migrating from the Browser client to the isomorphic client is as simple as replacing with the new client package.

{% tabs %}
{% tab title=”yarn” %}
`bash
yarn remove @walletconnect/browser
yarn add @walletconnect/client
`
{% endtab %}

{% tab title=”npm” %}
`bash
npm uninstall --save @walletconnect/browser
npm install --save @walletconnect/client
`
{% endtab %}
{% endtabs %}

Another thing to note about Browser client specifically is that now the QRCode Modal integration has been simplified and the qrcode-modal package can now be injected and handled by the client itself.

Before

```javascript
import WalletConnect from “@walletconnect/browser”;
import QRCodeModal from “@walletconnect/qrcode-modal”;

// Create a connector
const connector = new WalletConnect({


bridge: “https://bridge.walletconnect.org”, // Required




});

// Check if connection is already established
if (!connector.connected) {


// create new session
connector.createSession().then(() => {


// get uri for QR Code modal
const uri = connector.uri;
// display QR Code modal
QRCodeModal.open(uri, () => {


console.log(“QR Code Modal closed”);




});




});




}

// Subscribe to connection events
connector.on(“connect”, (error, payload) => {



	if (error) {
	throw error;





}

// Close QR Code Modal
QRCodeModal.close();

// Get provided accounts and chainId
const { accounts, chainId } = payload.params[0];





});

After

```javascript
import WalletConnect from “@walletconnect/client”;
import QRCodeModal from “@walletconnect/qrcode-modal”;

// Create a connector
const connector = new WalletConnect({


bridge: “https://bridge.walletconnect.org”, // Required
qrcodeModal: QRCodeModal,




});

// Check if connection is already established
if (!connector.connected) {


// create new session
connector.createSession();




}

// Subscribe to connection events
connector.on(“connect”, (error, payload) => {



	if (error) {
	throw error;





}

// Get provided accounts and chainId
const { accounts, chainId } = payload.params[0];







});

## Migrating from React-Native Client

Migrating from the React-Native client to the isomorphic client you need to replace with the new client package and update the constructor arguments.

{% tabs %}
{% tab title=”yarn” %}
`bash
yarn remove @walletconnect/react-native
yarn add @walletconnect/client
`
{% endtab %}

{% tab title=”npm” %}
`bash
npm uninstall --save @walletconnect/react-native
npm install --save @walletconnect/client
`
{% endtab %}
{% endtabs %}

Previously the React-Native client required you to pass the clientMeta and push options as part of the second argument, however now the clientMeta is part of the first argument and push options is isolated in the second argument.

Before

```javascript
import RNWalletConnect from “@walletconnect/react-native”;


	const connector = new RNWalletConnect(
	
	{
	uri: “wc:8a5e5bdc-a0e4-47…TJRNmhWJmoxdFo6UDk2WlhaOyQ5N0U=”, // Required





},
{



	clientMeta: {
	// Required
description: “WalletConnect Developer App”,
url: “https://walletconnect.org”,
icons: [“https://walletconnect.org/walletconnect-logo.png”],
name: “WalletConnect”,





},
push: {


// Optional
url: “<YOUR_PUSH_SERVER_URL>”,
type: “fcm”,
token: token,
peerMeta: true,
language: language,




},




}








);

After

```javascript
import WalletConnect from “@walletconnect/client”;


	const connector = new WalletConnect(
	
	{
	// Required
uri: “wc:8a5e5bdc-a0e4-47…TJRNmhWJmoxdFo6UDk2WlhaOyQ5N0U=”,
// Required
clientMeta: {


description: “WalletConnect Developer App”,
url: “https://walletconnect.org”,
icons: [“https://walletconnect.org/walletconnect-logo.png”],
name: “WalletConnect”,




},





},
{


// Optional
url: “<YOUR_PUSH_SERVER_URL>”,
type: “fcm”,
token: token,
peerMeta: true,
language: language,




}








);

## Migrating from NodeJS Client

Migrating from the NodeJS client to the isomorphic client you need to replace with the new client package and update the constructor arguments.

{% tabs %}
{% tab title=”yarn” %}
`bash
yarn remove @walletconnect/node
yarn add @walletconnect/client
`
{% endtab %}

{% tab title=”npm” %}
`bash
npm uninstall --save @walletconnect/node
npm install --save @walletconnect/client
`
{% endtab %}
{% endtabs %}

Previously the NodeJS client required you to pass the clientMeta as part of the second argument, however now the clientMeta is part of the first argument.

Before

```javascript
import NodeWalletConnect from “@walletconnect/node”;


	const connector = new NodeWalletConnect(
	
	{
	uri: “wc:8a5e5bdc-a0e4-47…TJRNmhWJmoxdFo6UDk2WlhaOyQ5N0U=”, // Required





},
{



	clientMeta: {
	// Required
description: “WalletConnect Developer App”,
url: “https://walletconnect.org”,
icons: [“https://walletconnect.org/walletconnect-logo.png”],
name: “WalletConnect”,





},




}








);

After

```javascript
import WalletConnect from “@walletconnect/client”;


	const connector = new WalletConnect({
	// Required
uri: “wc:8a5e5bdc-a0e4-47…TJRNmhWJmoxdFo6UDk2WlhaOyQ5N0U=”,
// Required
clientMeta: {


description: “WalletConnect Developer App”,
url: “https://walletconnect.org”,
icons: [“https://walletconnect.org/walletconnect-logo.png”],
name: “WalletConnect”,




},








});





            

          

      

      

    

  

    
      
          
            
  # Mobile Linking

For a long time WalletConnect served only as secure remote communication between a mobile wallet and a desktop application.

However connecting a mobile wallet and a mobile application was always possible by design.

Using the URI commonly displayed in the QRCode it is possible to establish a connection by sharing this URI through a deep link or universal link on both Android and iOS.

Despite the multiple UX caveats that mobile linking encountered, we’ve been able to simplify this pattern with our own QR Code Modal package.

![mobile linking](.gitbook/assets/mobile-linking-preview.png)

The pattern we chose to adhere for a consistent UX across platforms for connection establishment is the following:


	Dapp prompts user to connect with:

a) single button for Android

b) wallet list for iOS



	User presses button to connect and is redirected to wallet of choice


	Wallet prompts user to approve or reject session


	Wallet prompts user to return to Dapp manually


	User presses back/return button to return to Dapp




Similar pattern happens when signing requests are required from the user:


	Dapp redirects user automatically to previously chosen wallet


	Wallet prompts user to approve or reject request


	Wallet prompts user to return to Dapp manually


	User presses back/return button to return to Dapp




In the next sections, we describe how both Wallets and Dapps can support the mobile linking pattern for their WalletConnect integrations.

## Wallet Support

In order to add support for mobile linking within your wallet, you will just need to register the following deep link or universal link subscriptions in your mobile app.

### For Android

Android has the easiest integration as its operating system is designed to handle multiple applications subscribing to the same deep linking schema. Hence you will only need to register to the wc: schema that is defined per the WalletConnect URI standard.

`bash
# Example
wc:00e46b69-d0cc-4b3e-b6a2-cee442f97188@1?bridge=https%3A%2F%2Fbridge.walletconnect.org&key=91303dedf64285cbbaf9120f6e9d160a5c8aa3deb67017a3874cd272323f48ae
`

Additionally when there is a signing request triggered by the dapp it will hit the deep link with an incomplete URI, this should be ignored and not considered invalid as it’s only used for automatically redirecting the users to approve or reject a signing request.

`bash
# Example
wc:00e46b69-d0cc-4b3e-b6a2-cee442f97188@1
`

### For iOS

iOS has some more caveats to the integration but we ensure to make it as straightforward as possible. Since its operating system is not designed to handle multiple applications subscribing to the same deep linking schema, we’ve designed the QRCode Modal to list supporting wallets on our [open-source registry](https://github.com/WalletConnect/walletconnect-registry/) and target specific deep links or universal links for each wallet.

To add your own wallet to the registry, you must submit an Issue on our registry on [Github](https://github.com/walletconnect/walletconnect-registry).

We recommend that universal links are used instead of deep links for iOS since they provide smoother UX with less prompts. When a dapp triggers a mobile connection on iOS, you should expect the following links

```bash
# For deep links
examplewallet://wc?uri=wc:00e46b69-d0cc-4b3e-b6a2-cee442f97188@1?bridge=https%3A%2F%2Fbridge.walletconnect.org&key=91303dedf64285cbbaf9120f6e9d160a5c8aa3deb67017a3874cd272323f48ae

# For universal links
https://example.wallet/wc?uri=wc:00e46b69-d0cc-4b3e-b6a2-cee442f97188@1?bridge=https%3A%2F%2Fbridge.walletconnect.org&key=91303dedf64285cbbaf9120f6e9d160a5c8aa3deb67017a3874cd272323f48ae
```

Additionally when there is a signing request triggered by the dapp it will hit the deep link with an incomplete URI, this should be ignored and not considered invalid as it’s only used for automatically redirecting the users to approve or reject a signing request.

```bash
# For deep links
examplewallet://wc?uri=wc:00e46b69-d0cc-4b3e-b6a2-cee442f97188@1

# For universal links
https://example.wallet/wc?uri=wc:00e46b69-d0cc-4b3e-b6a2-cee442f97188@1
```

## Dapp Support

If you are building a Dapp you will be able to support this pattern by simply installing the provided qrcode-modal package we have distributed. This package is already provided through web3-provider package which is what we would recommend you use.

{% tabs %}
{% tab title=”yarn” %}
`bash
yarn add @walletconnect/qrcode-modal
`
{% endtab %}

{% tab title=”npm” %}
`bash
npm install --save @walletconnect/qrcode-modal
`
{% endtab %}
{% endtabs %}

If you would like to build your own UI for mobile linking, you can use our registry [API](https://github.com/walletconnect/walletconnect-registry) to get app entries and logos however we highly recommend that you use our provided qrcode-modal package to maintain a consistent UX across WalletConnect integrations however we modularized our packages to give the option on the ethos of decentralization.



            

          

      

      

    

  

    
      
          
            
  # Push Server API Reference

## Register Push Notification Subscription


	```bash
	POST <YOUR_PUSH_SERVER_URL>/new
Content-Type: application/json
Body:
{


“bridge”: <bridge_url>,
“topic”: <client_id>,
“type”: <push_type>,
“token”: <push_token>,
“peerName”: <peer_name>,
“language”: <language_code>,




}

Response:
Status: 200
Content-Type: application/json; charset=utf-8
Body:
{


“success”: true




}





```

## Trigger Push Notification (Webhook)


	```bash
	POST <YOUR_PUSH_SERVER_URL>/push
Content-Type: application/json
Body:
{


“topic”: <client_id>




}

Response:
Status: 200
Content-Type: application/json; charset=utf-8
Body:
{


“successs”: true




}





```



            

          

      

      

    

  

    
      
          
            
  # Smart Contract Wallets

Smart Contract wallets like [Argent](https://argent.gitbook.io/argent/wallet-connect-and-argent) are fully supported by WalletConnect protocol.

However there is some considerations to be taken when integration WalletConnect in your dapp regarding Smart Contract wallets about how the accounts are exposed in the session, the message signatures are returned and the transactions are broadcasted.

## Accounts

Whenever you connect your dapp to a smart contract wallet you will actually receive the smart account address for the wallet. This is not to be confused with the delegate keys that are used to sign messages and transactions.

You can detect smart contract wallets by verifying on-chain if the exposed account address has any associated code deployed.

{% tabs %}
{% tab title=”ethers.js” %}
```javascript
import { providers, utils } from “ethers”;

const provider = new providers.JsonRpcProvider(rpcUrl);

const bytecode = await provider.getCode(address);

const isSmartContract = bytecode && utils.hexStripZeros(bytecode) !== “0x”;
```
{% endtab %}

{% tab title=”web3.js” %}
```javascript
import Web3 from “web3”;

const web3 = new Web3(rpcUrl);

const bytecode = await web3.eth.getCode(address);

const isSmartContract = bytecode && utils.hexStripZeros(bytecode) !== “0x”;
```
{% endtab %}
{% endtabs %}

Smart contract wallets are essentially multi-signature wallets that use multiple keys to authorize operations on the behalf of these smart contract accounts so you will have to take into consideration how messages and transactions are handled by your dapp.

## Messages

Normally when verifying messages from signatures of “normal” accounts which are Externally Owned Accounts (EOA) you would use an ECDSA method called ecrecover() that would return you the corresponding public key which will then map to an address.

In the case of Smart Contract Wallets you are not able to sign a message with the smart contract account therefore the standard [EIP-1271](https://eips.ethereum.org/EIPS/eip-1271) was defined to outline a validation method which can be called on-chain labelled isValidSignature().

```text
contract ERC1271 {


bytes4 constant internal MAGICVALUE = 0x1626ba7e;


	function isValidSignature(
	bytes32 _hash,
bytes memory _signature






	)
	public
view
returns (bytes4 magicValue);









}

This method has a single parameter _hash which should be [EIP-191](https://eips.ethereum.org/EIPS/eip-191) compliant and could be computed using:

{% tabs %}
{% tab title=”ethers.js” %}
```javascript
import { utils } from “ethers”;

const hash = utils.hashMessage(message);
```
{% endtab %}

{% tab title=”web3.js” %}
```javascript
import Web3 from “web3”;

const web3 = new Web3(rpcUrl);

const hash = web3.eth.accounts.hashMessage(message);
```
{% endtab %}
{% endtabs %}

## Transactions

Smart Contract wallets like [Argent](https://argent.gitbook.io/argent/wallet-connect-and-argent) commonly use the concept of meta transactions. These are a particular type of transaction which are signed by one or more key pairs but are submitted to the Ethereum network by a relayer.

The relayer pays the gas fee (in ETH) and the wallet will refund the relayer (in ETH or ERC20 tokens) up to an amount signed by the wallet’s owner.

From your dapp’s perspective, this is managed by the mobile wallet application. Your dapp will submit a regular { to, value, data } transaction to the web3 provider. This transaction will be transmitted to the mobile wallet application through WalletConnect.

The mobile wallet will transform the data into a meta transaction:


	to will be the RelayerManager contract address


	data will be the encoded data of the call to the execute() method with the relevant parameters




Your dapp will receive the transaction hash in order to monitor the status of the transaction and events will be emitted as usual.

The relayer has the ability to replay a transaction with a higher gas price due to fluctuating network conditions. The transaction hash is modified and the Dapp will not be aware of the new transaction hash.

One solution could be for your Dapp to observe a specific event being emitted instead of transaction status. There is currently work on standardizing events for transactions replies that has been recently proposed with [EIP-2831](https://eips.ethereum.org/EIPS/eip-2831). We hope to improve our SDKs in the future to take this standard into account.





            

          

      

      

    

  

    
      
          
            
  # Technical Specification

## Introduction

WalletConnect is an open protocol for connecting Dapps to Wallets. The motivation behind it came from the lack of user-friendly Wallets available to the user - In particular solutions which don’t require installing browser extensions. In order to solve this it was designed to not require any additional software or hardware to connect a Wallet to a Dapp. The design is mostly tailored to mobile wallets but it could definitely support desktop wallets as well. The protocol relies that both the Dapp and the Wallet use WalletConnect Client and connect to a Bridge server that will relay the communications. The communication is initiated with a standard URI format that contains the topic of the connection request, a symmetric key is then used to decrypt the payload and the bridge server url.

## Core Architecture

The architecture consists essentially of a websocket server (Bridge) between two peers (Dapp and Wallet) that use the Client.

### Requesting Connection

The initiator, is the first peer who requests connection (Dapp). Dapp posts an encrypted payload consisting of one-time topic (used for handshake only) and connection request details to the Bridge Server. Then using the WalletConnect Standard URI format ([EIP-1328](https://eips.ethereum.org/EIPS/eip-1328)) Dapp assembles together the required parameters to establish the connection: (handshake) topic, bridge (url) and (symmetric) key.

`http
wc:{topic...}@{version...}?bridge={url...}&key={key...}
`


Required parts | Notes |

:— | :— |

wc: | Wallet Connect protocol defined in [EIP-1328](https://eips.ethereum.org/EIPS/eip-1328) |

_topic_ | String |

_version_ | Number (eg. 1.9.0) |

_bridge_ | Bridge URL (URL Encoded) |

_key_ | Symmetric key hex string |



Other query string parameters are all optional.

`http
// Example URL
wc:8a5e5bdc-a0e4-4702-ba63-8f1a5655744f@1?bridge=https%3A%2F%2Fbridge.walletconnect.org&key=41791102999c339c844880b23950704cc43aa840f3739e365323cda4dfa89e7a
`

### Establishing Connection

![Establishing Connection](.gitbook/assets/establishing-connection.png)

The second peer (Wallet) will read the URI using either a QR Code or a deep link. After reading the URI the peer will immediately receive and decrypt the connection request payload.

The Wallet will then display to the user request details provided by the Dapp. The user will then approve or reject the connection. If rejected, the Dapp will disconnect from the Bridge Server immediately and throw an error message if provided by the Wallet. If approved, the Dapp will receive provided account and chainId from the Wallet.

Once the connection is established, the Dapp will be able to send any JSON-RPC call requests to be handled by the Wallet either to read data from its node or make signing requests for transactions or messages.

![Call Requests](.gitbook/assets/call-request.png)

Additionally, there is an option from the Wallet side to subscribe for push notifications using a Push Server. This push notification subscription will be registered only when connection request has been approved by the user. This subscription can be customized with varying degrees of privacy. It can either display a generic message, include the name of the peer making the request or even display a localized message. (read Push Notifications sections for more details)

## Events & Payloads

There are various events that happen both internally and across peers. These events are all accompanied by a corresponding payload. The internal events are client-specific but all cross-peer events are JSON-RPC 2.0 complaint.

### Internal Events

Internal events include: connect, disconnect, session_update , call_request. The structure of the internal events are as follows:

```typescript
interface InternalEvent {


event: string;
params: any[];





}

### Cross-peer Events

Cross-peer events include: wc_sessionRequest, wc_sessionUpdate, all [Ethereum JSON-RPC requests](https://github.com/ethereum/wiki/wiki/JSON-RPC) and eth_signTypedData ([EIP-712](https://eips.ethereum.org/EIPS/eip-712))

These events are structured as JSON-RPC 2.0 requests and responses as follows:

```typescript
interface JsonRpcRequest {


id: number;
jsonrpc: “2.0”;
method: string;
params: any[];




}


	interface JsonRpcResponse {
	id: number;
jsonrpc: “2.0”;
result: any;








}

## WalletConnect Methods

### Session Request

The first dispatched JSON RPC request is the connection request including the details of the requesting peers with the following parameters:

```typescript
interface WCSessionRequestRequest {


id: number;
jsonrpc: “2.0”;
method: “wc_sessionRequest”;
params: [



	{
	peerId: string;
peerMeta: ClientMeta;
chainId?: number | null;





}




];







}

The peerId is the sender’s client id, the peerMeta is the sender’s client metadata.

The client metadata is structured as follows:

```typescript
interface ClientMeta {


description: string;
url: string;
icons: string[];
name: string;







}

In browser applications, this is scraped from the loaded webpage’s head meta-tags. In native applications, this is provided by the application developer.

The wc_sessionRequest will expect a response with the following parameters:

```typescript
interface WCSessionRequestResponse {


id: number;
jsonrpc: “2.0”;
result: {


peerId: string;
peerMeta: ClientMeta;
approved: boolean;
chainId: number;
accounts: string[];




};







}

### Session Update

This JSON RPC request is dispatched by the Wallet when updating the session. This can occur either when the session is killed by the Wallet, when it provides new accounts or when it changes the active chain id. It has the following parameters:

```typescript
interface WCSessionUpdateRequest {


id: number;
jsonrpc: “2.0”;
method: “wc_sessionUpdate”;
params: [



	{
	approved: boolean;
chainId: number;
accounts: string[];





}




];







}

## Cryptography

All payloads are consequently encrypted using the active symmetric key and also signed before they are posted as messages to the Bridge server.

The encryption and signing algorithms used are AES-256-CBC and HMAC-SHA256 respectively. The encryption payloads are structured as follows:

```typescript
interface EncryptionPayload {


data: string;
hmac: string;
iv: string;







}

All fields (data, hmac and iv) are hexadecimal strings. The receiving peer will consequently verify the hmac before decrypting the data field using the active key and provided iv.

## WebSocket Messages

The communications are all relayed using WebSockets ‘stringified’ payloads with the following structure:

```typescript
interface SocketMessage {


topic: string;
type: string;
payload: string;







}

The Bridge Server acts as pub/sub controller which guarantees published messages are always received by their subscribers.

### Subscribe

An example subscription socket message looks as follows:

```javascript
{


topic: ‘da437bf0-2783-4b64-904a-622147c895b0’,
type: ‘sub’,
payload: ‘’







}

### Publish

An example published socket messages looks as follows:

```javascript
{


topic: ‘4d83acea-ff18-4409-8b0c-0ad2e56846ca’,
type: ‘pub’,
payload: ‘{“data”:”821d513e79c0d5d20ca5763a7c9c9ef90399acdcc696d2057641e3fcd140db08f78bfc58f943a94af3c63d8049b42ce41d43557e0326d391e921fc90339876824ceda8793b6f673e91c20ce4d1beca79f5ebe969baddef885c15e393b7ed734b234ff291d1e2ed18cb3e3a4bef3b44a51986fcfd78f34e15db69e83ab0fcc18bb41c9dbf3d5444afa9dff7795fb709698981102bd58fc534bf4cb61167bc38477a6ff02908f3292e84cf782c8f367ae4c54dd3304403e459d56cdecadeadb84781f358d0c33862bd9df573bc5908247a”,”hmac”:”78b397e3503175891e00da8708ab35104f0838e4910e7db5979f3c1710f98e40”,”iv”:”12a0fbda5d7cdca8a7eaacf34055c106”}’







}

Additionally the Bridge Server will trigger any existing push notifications’ subscriptions that listen to any incoming payloads with matching topics.

## Push Notifications

Push notification subscription is only available for native applications (current libraries only support mobile applications). The Push Server will require a topic, bridge url, type of notification and a token for the notification. The topic will match the client id that will receive the call requests, the bridge url is the one to subscribe to, the type of notification will differ for each mobile platform and the token is used to target the specific mobile device.

Additionally there are also options to provide a peerName of the other peer to customize the notification messages and language code (ISO-639-1) in order to localize push notification message content.

When registering a push notification subscription, Push Server will post a subscription request to the Bridge Server to listen for any incoming payloads matching the provided topic. It will also share a webhook to trigger the push notification.
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# Ethereum

## personal_sign

The sign method calculates an Ethereum specific signature with:sign(keccack256(“x19Ethereum Signed Message:n” + len(message) + message))).

By adding a prefix to the message makes the calculated signature recognisable as an Ethereum specific signature. This prevents misuse where a malicious DApp can sign arbitrary data (e.g. transaction) and use the signature to impersonate the victim.

Note See ecRecover to verify the signature.

### Parameters

message, account


	DATA, N Bytes - message to sign.


	DATA, 20 Bytes - address.




### Returns

DATA: Signature

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “personal_sign”,
“params”:[“0xdeadbeaf”,”0x9b2055d370f73ec7d8a03e965129118dc8f5bf83”],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xa3f20717a250c2b0b729b7e5becbff67fdaef7e0699da4de7ca5895b02a170a12d887fd3b17bfdce3481f10bea41f45ba9f709d39ce8325427b57afcfc994cee1b”





}

## eth_sign

The sign method calculates an Ethereum specific signature with: sign(keccak256(“x19Ethereum Signed Message:n” + len(message) + message))).

By adding a prefix to the message makes the calculated signature recognisable as an Ethereum specific signature. This prevents misuse where a malicious DApp can sign arbitrary data (e.g. transaction) and use the signature to impersonate the victim.

Note the address to sign with must be unlocked.

### Parameters

account, message


	DATA, 20 Bytes - address.


	DATA, N Bytes - message to sign.




### Returns

DATA: Signature

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_sign”,
“params”: [“0x9b2055d370f73ec7d8a03e965129118dc8f5bf83”, “0xdeadbeaf”],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xa3f20717a250c2b0b729b7e5becbff67fdaef7e0699da4de7ca5895b02a170a12d887fd3b17bfdce3481f10bea41f45ba9f709d39ce8325427b57afcfc994cee1b”







}

An example how to use solidity ecrecover to verify the signature calculated with eth_sign can be found [here](https://gist.github.com/bas-vk/d46d83da2b2b4721efb0907aecdb7ebd). The contract is deployed on the testnet Ropsten and Rinkeby.

## eth_signTypedData

Calculates an Ethereum-specific signature in the form of keccak256(“x19Ethereum Signed Message:n” + len(message) + message))

By adding a prefix to the message makes the calculated signature recognisable as an Ethereum specific signature. This prevents misuse where a malicious DApp can sign arbitrary data (e.g. transaction) and use the signature to impersonate the victim.

Note the address to sign with must be unlocked.

### Parameters

account, message


	DATA, 20 Bytes - address.


	DATA, N Bytes - message to sign containing type information, a domain separator, and data




### Example Parameters

```javascript
[


“0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826”,
{



	“types”: {
	
	“EIP712Domain”: [
	
	{
	“name”: “name”,
“type”: “string”





},
{


“name”: “version”,
“type”: “string”




},
{


“name”: “chainId”,
“type”: “uint256”




},
{


“name”: “verifyingContract”,
“type”: “address”




}





],
“Person”: [



	{
	“name”: “name”,
“type”: “string”





},
{


“name”: “wallet”,
“type”: “address”




}




],
“Mail”: [



	{
	“name”: “from”,
“type”: “Person”





},
{


“name”: “to”,
“type”: “Person”




},
{


“name”: “contents”,
“type”: “string”




}




]





},
“primaryType”: “Mail”,
“domain”: {


“name”: “Ether Mail”,
“version”: “1”,
“chainId”: 1,
“verifyingContract”: “0xCcCCccccCCCCcCCCCCCcCcCccCcCCCcCcccccccC”




},
“message”: {



	“from”: {
	“name”: “Cow”,
“wallet”: “0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826”





},
“to”: {


“name”: “Bob”,
“wallet”: “0xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB”




},
“contents”: “Hello, Bob!”




}




}







]

### Returns

DATA: Signature

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_signTypedData”,
“params”: [“0x9b2055d370f73ec7d8a03e965129118dc8f5bf83”, {see above}],





}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0x4355c47d63924e8a72e509b65029052eb6c299d53a04e167c5775fd466751c9d07299936d304c153f6443dfa05f40ff007d72911b6f72307f996231605b915621c”









}

## eth_sendTransaction

Creates new message call transaction or a contract creation, if the data field contains code.

### Parameters


	Object - The transaction object


	from: DATA, 20 Bytes - The address the transaction is send from.


	to: DATA, 20 Bytes - (optional when creating new contract) The address the transaction is directed to.


	data: DATA - The compiled code of a contract OR the hash of the invoked method signature and encoded parameters. For details see [Ethereum Contract ABI](https://github.com/ethereum/wiki/wiki/Ethereum-Contract-ABI)


	gas: QUANTITY - (optional, default: 90000) Integer of the gas provided for the transaction execution. It will return unused gas.


	gasPrice: QUANTITY - (optional, default: To-Be-Determined) Integer of the gasPrice used for each paid gas


	value: QUANTITY - (optional) Integer of the value sent with this transaction


	nonce: QUANTITY - (optional) Integer of a nonce. This allows to overwrite your own pending transactions that use the same nonce.




### Example Parameters

```javascript
[



	{
	“from”: “0xb60e8dd61c5d32be8058bb8eb970870f07233155”,
“to”: “0xd46e8dd67c5d32be8058bb8eb970870f07244567”,
“data”: “0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870f072445675058bb8eb970870f072445675”,
“gas”: “0x76c0”, // 30400
“gasPrice”: “0x9184e72a000”, // 10000000000000
“value”: “0x9184e72a”, // 2441406250
“nonce”: “0x117” // 279





}







]

### Returns

DATA, 32 Bytes - the transaction hash, or the zero hash if the transaction is not yet available.

Use [eth_getTransactionReceipt](https://github.com/ethereum/wiki/wiki/JSON-RPC#eth_gettransactionreceipt) to get the contract address, after the transaction was mined, when you created a contract.

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_sendTransaction”,
“params”:[{see above}],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xe670ec64341771606e55d6b4ca35a1a6b75ee3d5145a99d05921026d1527331”







}

## eth_signTransaction

Signs a transaction that can be submitted to the network at a later time using with eth_sendRawTransaction

### Parameters


	Object - The transaction object


	from: DATA, 20 Bytes - The address the transaction is send from.


	to: DATA, 20 Bytes - (optional when creating new contract) The address the transaction is directed to.


	data: DATA - The compiled code of a contract OR the hash of the invoked method signature and encoded parameters. For details see [Ethereum Contract ABI](https://github.com/ethereum/wiki/wiki/Ethereum-Contract-ABI)


	gas: QUANTITY - (optional, default: 90000) Integer of the gas provided for the transaction execution. It will return unused gas.


	gasPrice: QUANTITY - (optional, default: To-Be-Determined) Integer of the gasPrice used for each paid gas


	value: QUANTITY - (optional) Integer of the value sent with this transaction


	nonce: QUANTITY - (optional) Integer of a nonce. This allows to overwrite your own pending transactions that use the same nonce.




### Example Parameters

```javascript
[



	{
	“from”: “0xb60e8dd61c5d32be8058bb8eb970870f07233155”,
“to”: “0xd46e8dd67c5d32be8058bb8eb970870f07244567”,
“data”: “0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870f072445675058bb8eb970870f072445675”,
“gas”: “0x76c0”, // 30400
“gasPrice”: “0x9184e72a000”, // 10000000000000
“value”: “0x9184e72a”, // 2441406250
“nonce”: “0x117” // 279





}







]

### Returns

DATA - the signed transaction data

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_signTransaction”,
“params”:[{see above}],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xe670ec64341771606e55d6b4ca35a1a6b75ee3d5145a99d05921026d1527331”







}

## eth_sendRawTransaction

Creates new message call transaction or a contract creation for signed transactions.

### Parameters


	DATA, the signed transaction data.




### Returns

DATA, 32 Bytes - the transaction hash, or the zero hash if the transaction is not yet available.

Use [eth_getTransactionReceipt](https://github.com/ethereum/wiki/wiki/JSON-RPC#eth_gettransactionreceipt) to get the contract address, after the transaction was mined, when you created a contract.

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_sendRawTransaction”,
“params”:[


“0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870f072445675058bb8eb970870f07244567”




],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xe670ec64341771606e55d6b4ca35a1a6b75ee3d5145a99d05921026d1527331”







}
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# Ethereum

## personal_sign

The sign method calculates an Ethereum specific signature with:sign(keccack256(“x19Ethereum Signed Message:n” + len(message) + message))).

By adding a prefix to the message makes the calculated signature recognisable as an Ethereum specific signature. This prevents misuse where a malicious DApp can sign arbitrary data (e.g. transaction) and use the signature to impersonate the victim.

Note See ecRecover to verify the signature.

### Parameters

message, account


	DATA, N Bytes - message to sign.


	DATA, 20 Bytes - address.




### Returns

DATA: Signature

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “personal_sign”,
“params”:[“0xdeadbeaf”,”0x9b2055d370f73ec7d8a03e965129118dc8f5bf83”],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xa3f20717a250c2b0b729b7e5becbff67fdaef7e0699da4de7ca5895b02a170a12d887fd3b17bfdce3481f10bea41f45ba9f709d39ce8325427b57afcfc994cee1b”





}

## eth_sign

The sign method calculates an Ethereum specific signature with: sign(keccak256(“x19Ethereum Signed Message:n” + len(message) + message))).

By adding a prefix to the message makes the calculated signature recognisable as an Ethereum specific signature. This prevents misuse where a malicious DApp can sign arbitrary data (e.g. transaction) and use the signature to impersonate the victim.

Note the address to sign with must be unlocked.

### Parameters

account, message


	DATA, 20 Bytes - address.


	DATA, N Bytes - message to sign.




### Returns

DATA: Signature

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_sign”,
“params”: [“0x9b2055d370f73ec7d8a03e965129118dc8f5bf83”, “0xdeadbeaf”],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xa3f20717a250c2b0b729b7e5becbff67fdaef7e0699da4de7ca5895b02a170a12d887fd3b17bfdce3481f10bea41f45ba9f709d39ce8325427b57afcfc994cee1b”







}

An example how to use solidity ecrecover to verify the signature calculated with eth_sign can be found [here](https://gist.github.com/bas-vk/d46d83da2b2b4721efb0907aecdb7ebd). The contract is deployed on the testnet Ropsten and Rinkeby.

## eth_signTypedData

Calculates an Ethereum-specific signature in the form of keccak256(“x19Ethereum Signed Message:n” + len(message) + message))

By adding a prefix to the message makes the calculated signature recognisable as an Ethereum specific signature. This prevents misuse where a malicious DApp can sign arbitrary data (e.g. transaction) and use the signature to impersonate the victim.

Note the address to sign with must be unlocked.

### Parameters

account, message


	DATA, 20 Bytes - address.


	DATA, N Bytes - message to sign containing type information, a domain separator, and data




### Example Parameters

```javascript
[


“0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826”,
{



	“types”: {
	
	“EIP712Domain”: [
	
	{
	“name”: “name”,
“type”: “string”





},
{


“name”: “version”,
“type”: “string”




},
{


“name”: “chainId”,
“type”: “uint256”




},
{


“name”: “verifyingContract”,
“type”: “address”




}





],
“Person”: [



	{
	“name”: “name”,
“type”: “string”





},
{


“name”: “wallet”,
“type”: “address”




}




],
“Mail”: [



	{
	“name”: “from”,
“type”: “Person”





},
{


“name”: “to”,
“type”: “Person”




},
{


“name”: “contents”,
“type”: “string”




}




]





},
“primaryType”: “Mail”,
“domain”: {


“name”: “Ether Mail”,
“version”: “1”,
“chainId”: 1,
“verifyingContract”: “0xCcCCccccCCCCcCCCCCCcCcCccCcCCCcCcccccccC”




},
“message”: {



	“from”: {
	“name”: “Cow”,
“wallet”: “0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826”





},
“to”: {


“name”: “Bob”,
“wallet”: “0xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB”




},
“contents”: “Hello, Bob!”




}




}







]

### Returns

DATA: Signature

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_signTypedData”,
“params”: [“0x9b2055d370f73ec7d8a03e965129118dc8f5bf83”, {see above}],





}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0x4355c47d63924e8a72e509b65029052eb6c299d53a04e167c5775fd466751c9d07299936d304c153f6443dfa05f40ff007d72911b6f72307f996231605b915621c”









}

## eth_sendTransaction

Creates new message call transaction or a contract creation, if the data field contains code.

### Parameters


	Object - The transaction object


	from: DATA, 20 Bytes - The address the transaction is send from.


	to: DATA, 20 Bytes - (optional when creating new contract) The address the transaction is directed to.


	data: DATA - The compiled code of a contract OR the hash of the invoked method signature and encoded parameters. For details see [Ethereum Contract ABI](https://github.com/ethereum/wiki/wiki/Ethereum-Contract-ABI)


	gas: QUANTITY - (optional, default: 90000) Integer of the gas provided for the transaction execution. It will return unused gas.


	gasPrice: QUANTITY - (optional, default: To-Be-Determined) Integer of the gasPrice used for each paid gas


	value: QUANTITY - (optional) Integer of the value sent with this transaction


	nonce: QUANTITY - (optional) Integer of a nonce. This allows to overwrite your own pending transactions that use the same nonce.




### Example Parameters

```javascript
[



	{
	“from”: “0xb60e8dd61c5d32be8058bb8eb970870f07233155”,
“to”: “0xd46e8dd67c5d32be8058bb8eb970870f07244567”,
“data”: “0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870f072445675058bb8eb970870f072445675”,
“gas”: “0x76c0”, // 30400
“gasPrice”: “0x9184e72a000”, // 10000000000000
“value”: “0x9184e72a”, // 2441406250
“nonce”: “0x117” // 279





}







]

### Returns

DATA, 32 Bytes - the transaction hash, or the zero hash if the transaction is not yet available.

Use [eth_getTransactionReceipt](https://github.com/ethereum/wiki/wiki/JSON-RPC#eth_gettransactionreceipt) to get the contract address, after the transaction was mined, when you created a contract.

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_sendTransaction”,
“params”:[{see above}],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xe670ec64341771606e55d6b4ca35a1a6b75ee3d5145a99d05921026d1527331”







}

## eth_signTransaction

Signs a transaction that can be submitted to the network at a later time using with eth_sendRawTransaction

### Parameters


	Object - The transaction object


	from: DATA, 20 Bytes - The address the transaction is send from.


	to: DATA, 20 Bytes - (optional when creating new contract) The address the transaction is directed to.


	data: DATA - The compiled code of a contract OR the hash of the invoked method signature and encoded parameters. For details see [Ethereum Contract ABI](https://github.com/ethereum/wiki/wiki/Ethereum-Contract-ABI)


	gas: QUANTITY - (optional, default: 90000) Integer of the gas provided for the transaction execution. It will return unused gas.


	gasPrice: QUANTITY - (optional, default: To-Be-Determined) Integer of the gasPrice used for each paid gas


	value: QUANTITY - (optional) Integer of the value sent with this transaction


	nonce: QUANTITY - (optional) Integer of a nonce. This allows to overwrite your own pending transactions that use the same nonce.




### Example Parameters

```javascript
[



	{
	“from”: “0xb60e8dd61c5d32be8058bb8eb970870f07233155”,
“to”: “0xd46e8dd67c5d32be8058bb8eb970870f07244567”,
“data”: “0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870f072445675058bb8eb970870f072445675”,
“gas”: “0x76c0”, // 30400
“gasPrice”: “0x9184e72a000”, // 10000000000000
“value”: “0x9184e72a”, // 2441406250
“nonce”: “0x117” // 279





}







]

### Returns

DATA - the signed transaction data

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_signTransaction”,
“params”:[{see above}],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xe670ec64341771606e55d6b4ca35a1a6b75ee3d5145a99d05921026d1527331”







}

## eth_sendRawTransaction

Creates new message call transaction or a contract creation for signed transactions.

### Parameters


	DATA, the signed transaction data.




### Returns

DATA, 32 Bytes - the transaction hash, or the zero hash if the transaction is not yet available.

Use [eth_getTransactionReceipt](https://github.com/ethereum/wiki/wiki/JSON-RPC#eth_gettransactionreceipt) to get the contract address, after the transaction was mined, when you created a contract.

### Example

```javascript
// Request
{


“id”: 1,
“jsonrpc”: “2.0”,
“method”: “eth_sendRawTransaction”,
“params”:[


“0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870f072445675058bb8eb970870f07244567”




],




}

// Result
{


“id”: 1,
“jsonrpc”: “2.0”,
“result”: “0xe670ec64341771606e55d6b4ca35a1a6b75ee3d5145a99d05921026d1527331”







}
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# Standalone Client

## Quick Start For Dapps (Standalone Client)

{% hint style=”info” %}
You can use the Test Wallet to test your integration at [test.walletconnect.org](https://test.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-test-wallet)). Keep in mind that this is not a secure wallet - Do not store funds.
{% endhint %}

### Install

{% tabs %}
{% tab title=”yarn” %}
`bash
yarn add @walletconnect/client @walletconnect/qrcode-modal
`
{% endtab %}

{% tab title=”npm” %}
`bash
npm install --save @walletconnect/client @walletconnect/qrcode-modal
`
{% endtab %}
{% endtabs %}

{% hint style=”success” %}
Syntax shown below is Javascript ES6 which requires bundling and transpiling to run in web browsers. If unfamiliar we recommend setting up an environment using [Webpack Starter](https://github.com/wbkd/webpack-starter) or [Create React App](https://github.com/facebook/create-react-app)
{% endhint %}

### Initiate Connection

```javascript
import WalletConnect from “@walletconnect/client”;
import QRCodeModal from “@walletconnect/qrcode-modal”;

// Create a connector
const connector = new WalletConnect({


bridge: “https://bridge.walletconnect.org”, // Required
qrcodeModal: QRCodeModal,




});

// Check if connection is already established
if (!connector.connected) {


// create new session
connector.createSession();




}

// Subscribe to connection events
connector.on(“connect”, (error, payload) => {



	if (error) {
	throw error;





}

// Get provided accounts and chainId
const { accounts, chainId } = payload.params[0];




});


	connector.on(“session_update”, (error, payload) => {
	
	if (error) {
	throw error;





}

// Get updated accounts and chainId
const { accounts, chainId } = payload.params[0];





});


	connector.on(“disconnect”, (error, payload) => {
	
	if (error) {
	throw error;





}

// Delete connector






});

### Send Transaction (eth_sendTransaction)

```javascript
// Draft transaction
const tx = {


from: “0xbc28Ea04101F03aA7a94C1379bc3AB32E65e62d3”, // Required
to: “0x89D24A7b4cCB1b6fAA2625Fe562bDd9A23260359”, // Required (for non contract deployments)
data: “0x”, // Required
gasPrice: “0x02540be400”, // Optional
gas: “0x9c40”, // Optional
value: “0x00”, // Optional
nonce: “0x0114”, // Optional




};

// Send transaction
connector


.sendTransaction(tx)
.then((result) => {


// Returns transaction id (hash)
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```

### Sign Transaction (eth_signTransaction)

```javascript
// Draft transaction
const tx = {


from: “0xbc28Ea04101F03aA7a94C1379bc3AB32E65e62d3”, // Required
to: “0x89D24A7b4cCB1b6fAA2625Fe562bDd9A23260359”, // Required (for non contract deployments)
data: “0x”, // Required
gasPrice: “0x02540be400”, // Optional
gas: “0x9c40”, // Optional
value: “0x00”, // Optional
nonce: “0x0114”, // Optional




};

// Sign transaction
connector


.signTransaction(tx)
.then((result) => {


// Returns signed transaction
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```

### Sign Personal Message (personal_sign)

```javascript
// Draft Message Parameters
const message = “My email is john@doe.com - 1537836206101”;


	const msgParams = [
	convertUtf8ToHex(message), // Required
“0xbc28ea04101f03ea7a94c1379bc3ab32e65e62d3”, // Required





];

// Sign personal message
connector


.signPersonalMessage(msgParams)
.then((result) => {


// Returns signature.
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```

### Sign Message (eth_sign)

```javascript
// Draft Message Parameters
const message = “My email is john@doe.com - 1537836206101”;


	const msgParams = [
	“0xbc28ea04101f03ea7a94c1379bc3ab32e65e62d3”,                            // Required
keccak256(“x19Ethereum Signed Message:n” + len(message) + message))    // Required





];

// Sign message
connector


.signMessage(msgParams)
.then((result) => {


// Returns signature.
console.log(result)




})
.catch(error => {


// Error returned when rejected
console.error(error);




})




```

### Sign Typed Data (eth_signTypedData)

```javascript
// Draft Message Parameters
const typedData = {



	types: {
	
	EIP712Domain: [
	{ name: “name”, type: “string” },
{ name: “version”, type: “string” },
{ name: “chainId”, type: “uint256” },
{ name: “verifyingContract”, type: “address” },





],
Person: [


{ name: “name”, type: “string” },
{ name: “account”, type: “address” },




],
Mail: [


{ name: “from”, type: “Person” },
{ name: “to”, type: “Person” },
{ name: “contents”, type: “string” },




],





},
primaryType: “Mail”,
domain: {


name: “Example Dapp”,
version: “1.0”,
chainId: 1,
verifyingContract: “0x0000000000000000000000000000000000000000”,




},
message: {



	from: {
	name: “Alice”,
account: “0xaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa”,





},
to: {


name: “Bob”,
account: “0xbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb”,




},
contents: “Hey, Bob!”,




},




};


	const msgParams = [
	“0xbc28ea04101f03ea7a94c1379bc3ab32e65e62d3”, // Required
typedData, // Required





];

// Sign Typed Data
connector


.signTypedData(msgParams)
.then((result) => {


// Returns signature.
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```

### Send Custom Request

```javascript
// Draft Custom Request
const customRequest = {


id: 1337,
jsonrpc: “2.0”,
method: “eth_signTransaction”,
params: [



	{
	from: “0xbc28Ea04101F03aA7a94C1379bc3AB32E65e62d3”,
to: “0x89D24A7b4cCB1b6fAA2625Fe562bDd9A23260359”,
data: “0x”,
gasPrice: “0x02540be400”,
gas: “0x9c40”,
value: “0x00”,
nonce: “0x0114”,





},




],




};

// Send Custom Request
connector


.sendCustomRequest(customRequest)
.then((result) => {


// Returns request result
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```
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# NodeJS Client

## Quick Start For Dapps (NodeJS Client)

{% hint style=”info” %}
You can use the Test Wallet to test your integration at [test.walletconnect.org](https://test.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-test-wallet)). Keep in mind that this is not a secure wallet - Do not store funds.
{% endhint %}

### Install

{% tabs %}
{% tab title=”yarn” %}

`bash
yarn add @walletconnect/node @walletconnect/qrcode-modal
`

{% endtab %}

{% tab title=”npm” %}

`bash
npm install --save @walletconnect/node @walletconnect/qrcode-modal
`

{% endtab %}
{% endtabs %}

{% hint style=”success” %}
Syntax shown below is Javascript ES6 which requires bundling and transpiling to run in web browsers. If unfamiliar we recommend setting up an environment using [Webpack Starter](https://github.com/wbkd/webpack-starter) or [Create React App](https://github.com/facebook/create-react-app)
{% endhint %}

### Initiate Connection

```javascript
import NodeWalletConnect from “@walletconnect/node”;
import WalletConnectQRCodeModal from “@walletconnect/qrcode-modal”;

// Create connector
const walletConnector = new NodeWalletConnect(



	{
	bridge: “https://bridge.walletconnect.org”, // Required





},
{



	clientMeta: {
	description: “WalletConnect NodeJS Client”,
url: “https://nodejs.org/en/”,
icons: [“https://nodejs.org/static/images/logo.svg”],
name: “WalletConnect”,





},




}




);

// Check if connection is already established
if (!walletConnector.connected) {


// create new session
walletConnector.createSession().then(() => {


// get uri for QR Code modal
const uri = walletConnector.uri;
// display QR Code modal
WalletConnectQRCodeModal.open(


uri,
() => {


console.log(“QR Code Modal closed”);




},
true // isNode = true




);




});




}

// Subscribe to connection events
walletConnector.on(“connect”, (error, payload) => {



	if (error) {
	throw error;





}

// Close QR Code Modal
WalletConnectQRCodeModal.close(


true // isNode = true




);

// Get provided accounts and chainId
const { accounts, chainId } = payload.params[0];




});


	walletConnector.on(“session_update”, (error, payload) => {
	
	if (error) {
	throw error;





}

// Get updated accounts and chainId
const { accounts, chainId } = payload.params[0];





});


	walletConnector.on(“disconnect”, (error, payload) => {
	
	if (error) {
	throw error;





}

// Delete walletConnector






});

### Send Transaction (eth_sendTransaction)

```javascript
// Draft transaction
const tx = {


from: “0xbc28Ea04101F03aA7a94C1379bc3AB32E65e62d3”, // Required
to: “0x89D24A7b4cCB1b6fAA2625Fe562bDd9A23260359”, // Required (for non contract deployments)
data: “0x”, // Required
gasPrice: “0x02540be400”, // Optional
gas: “0x9c40”, // Optional
value: “0x00”, // Optional
nonce: “0x0114”, // Optional




};

// Send transaction
walletConnector


.sendTransaction(tx)
.then((result) => {


// Returns transaction id (hash)
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```

### Sign Transaction (eth_signTransaction)

```javascript
// Draft transaction
const tx = {


from: “0xbc28Ea04101F03aA7a94C1379bc3AB32E65e62d3”, // Required
to: “0x89D24A7b4cCB1b6fAA2625Fe562bDd9A23260359”, // Required (for non contract deployments)
data: “0x”, // Required
gasPrice: “0x02540be400”, // Optional
gas: “0x9c40”, // Optional
value: “0x00”, // Optional
nonce: “0x0114”, // Optional




};

// Sign transaction
walletConnector


.signTransaction(tx)
.then((result) => {


// Returns signed transaction
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```

### Sign Personal Message (personal_sign)

```javascript
// Draft Message Parameters
const message = “My email is john@doe.com - 1537836206101”


	const msgParams = [
	convertUtf8ToHex(message)                                                 // Required
“0xbc28ea04101f03ea7a94c1379bc3ab32e65e62d3”,                             // Required





];

// Sign personal message
walletConnector


.signPersonalMessage(msgParams)
.then((result) => {


// Returns signature.
console.log(result)




})
.catch(error => {


// Error returned when rejected
console.error(error);




})




```

### Sign Message (eth_sign)

```javascript
// Draft Message Parameters
const message = “My email is john@doe.com - 1537836206101”;


	const msgParams = [
	“0xbc28ea04101f03ea7a94c1379bc3ab32e65e62d3”,                            // Required
keccak256(“x19Ethereum Signed Message:n” + len(message) + message))    // Required





];

// Sign message
walletConnector


.signMessage(msgParams)
.then((result) => {


// Returns signature.
console.log(result)




})
.catch(error => {


// Error returned when rejected
console.error(error);




})




```

### Sign Typed Data (eth_signTypedData)

```javascript
// Draft Message Parameters
const typedData = {



	types: {
	
	EIP712Domain: [
	{ name: “name”, type: “string” },
{ name: “version”, type: “string” },
{ name: “chainId”, type: “uint256” },
{ name: “verifyingContract”, type: “address” },





],
Person: [


{ name: “name”, type: “string” },
{ name: “account”, type: “address” },




],
Mail: [


{ name: “from”, type: “Person” },
{ name: “to”, type: “Person” },
{ name: “contents”, type: “string” },




],





},
primaryType: “Mail”,
domain: {


name: “Example Dapp”,
version: “1.0”,
chainId: 1,
verifyingContract: “0x0000000000000000000000000000000000000000”,




},
message: {



	from: {
	name: “Alice”,
account: “0xaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa”,





},
to: {


name: “Bob”,
account: “0xbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb”,




},
contents: “Hey, Bob!”,




},




};


	const msgParams = [
	“0xbc28ea04101f03ea7a94c1379bc3ab32e65e62d3”, // Required
typedData, // Required





];

// Sign Typed Data
walletConnector


.signTypedData(msgParams)
.then((result) => {


// Returns signature.
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```

### Send Custom Request

```javascript
// Draft Custom Request
const customRequest = {


id: 1337,
jsonrpc: “2.0”,
method: “eth_signTransaction”,
params: [



	{
	from: “0xbc28Ea04101F03aA7a94C1379bc3AB32E65e62d3”,
to: “0x89D24A7b4cCB1b6fAA2625Fe562bDd9A23260359”,
data: “0x”,
gasPrice: “0x02540be400”,
gas: “0x9c40”,
value: “0x00”,
nonce: “0x0114”,





},




],




};

// Send Custom Request
walletConnector


.sendCustomRequest(customRequest)
.then((result) => {


// Returns request result
console.log(result);




})
.catch((error) => {


// Error returned when rejected
console.error(error);




});




```
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# React-Native

## Quick Start For Dapps (React-Native)

A drop-in library which helps easily connect your [React Native](https://reactnative.dev) dapps to [Ethereum](https://ethereum.org) Wallets on [Android](https://reactnative.dev), [iOS](https://reactnative.dev) and the [Web](https://github.com/necolas/react-native-web).

> Notice: This library assumes you have already enabled prerequisite support for [Web3](https://github.com/ChainSafe/web3.js) inside your application. This can be done by creating a new project using [npx create-react-native-dapp](https://github.com/cawfree/create-react-native-dapp), or by introducing support for Web3 in an existing project by using [npx rn-nodeify –install –hack](https://github.com/tradle/rn-nodeify).

For more details, check out the [documentation](https://docs.walletconnect.org).

## Installing

To get started, install @walletconnect/react-native-dapp:

`bash
yarn add @walletconnect/react-native-dapp
`

If you haven’t already, you may also need to install [react-native-svg](https://github.com/react-native-svg/react-native-svg) alongside a persistent storage provider such as [@react-native-async-storage/async-storage](https://github.com/react-native-async-storage/async-storage):

`bash
yarn add react-native-svg @react-native-async-storage/async-storage
`

## Architecture

This library is implemented using the [React Context API](https://reactjs.org/docs/context.html), which is used to help make an instance of a [connector](https://docs.walletconnect.org/client-api) accessible globally throughout your application. This permits you to use a uniform instance within even deeply nested components, and ensures your rendered application is always synchronized against the connector state.

### WalletConnectProvider

At the root of your application, you can declare a [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx) which controls access and persistence to a [connector](https://docs.walletconnect.org/client-api) instance:

```typescript
import * as React from ‘react’;
import WalletConnectProvider from ‘@walletconnect/react-native-dapp’;
import AsyncStorage from ‘@react-native-async-storage/async-storage’;


	export default function App(): JSX.Element {
	
	return (
	
	<WalletConnectProvider
	redirectUrl={Platform.OS === ‘web’ ? window.location.origin : ‘yourappscheme://’}
storageOptions= {{


asyncStorage: AsyncStorage,




}}>
<>{/* awesome app here */}</>





</WalletConnectProvider>





);






}

Above, we pass the [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx) two required parameters; redirectUrl and storageOptions:


	The redirectUrl is used to help control navigation between external wallets and your application. On the web, you only need to specify a valid application route; whereas on mobile platforms, you must [specify a deep link URI scheme](https://docs.expo.io/workflow/linking/#universaldeep-links-without-a-custom-scheme).


	The storageOptions prop allows you to specify the storage engine which must be used to persist session data.
* Although in our examples we use [@react-native-async-storage/async-storage](https://github.com/react-native-async-storage/async-storage), this can be which engine you please, provided it conforms to the [IAsyncStorage](https://github.com/pedrouid/keyvaluestorage) generic storage interface declaration.




Notably, the [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx) optionally accepts WalletConnect configuration arguments as defined by the [IWalletConnectOptions](https://github.com/WalletConnect/walletconnect-monorepo/tree/next/packages/helpers/utils) interface:

```typescript
import * as React from ‘react’;
import WalletConnectProvider from ‘@walletconnect/react-native-dapp’;
import AsyncStorage from ‘@react-native-async-storage/async-storage’;


	export default function App(): JSX.Element {
	
	return (
	
	<WalletConnectProvider
	bridge=”https://bridge.walletconnect.org”
clientMeta={{


description: ‘Connect with WalletConnect’,
url: ‘https://walletconnect.org’,
icons: [‘https://walletconnect.org/walletconnect-logo.png’],
name: ‘WalletConnect’,




}}
redirectUrl={Platform.OS === ‘web’ ? window.location.origin : ‘yourappscheme://’}
storageOptions= {{


asyncStorage: AsyncStorage,




}}>
<>{/* awesome app here */}</>





</WalletConnectProvider>





);








}

In the snippet above, aside from the required props, we can see the default configuration of the [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx).

> Tip: Your custom options are merged _deeply_ against this default configuration. Therefore it’s possible to override individual nested properties without being required to define _all_ of them.

#### withWalletConnect

Alternatively to manually using the [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx), you can use the [withWalletConnect](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/hooks/useWalletConnect.ts) higher order component which will wrap your root application in a [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx) for you:

```typescript
import * as React from “react”;
import {


withWalletConnect,
useWalletConnect,




} from “@walletconnect/react-native-dapp”;
import AsyncStorage from “@react-native-async-storage/async-storage”;


	function App(): JSX.Element {
	const connector = useWalletConnect(); // valid
return <>{/* awesome app here */}</>;





}


	export default withWalletConnect(App, {
	
	clientMeta: {
	description: “Connect with WalletConnect”,





},
redirectUrl:


Platform.OS === “web” ? window.location.origin : “yourappscheme://”,





	storageOptions: {
	asyncStorage: AsyncStorage,





},








});

This is almost identical in functionality to the manual implementation of a [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx), with the key difference that we’re able to make a call to [useWalletConnect](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/hooks/useWalletConnect.ts) directly from the App component. By contrast, in the previous example only child components of the [WalletConnectProvider](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/providers/WalletConnectProvider.tsx) may be able to invoke this hook.

### useWalletConnect

The [useWalletConnect](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/hooks/useWalletConnect.ts) hook provides access to a [WalletConnect](https://docs.walletconnect.org/client-api) connector instance which is accessible on Android, iOS and the Web. This conforms to the original specification:

```typescript
import AsyncStorage from ‘@react-native-async-storage/async-storage’;
import { useWalletConnect, withWalletConnect } from ‘@walletconnect/react-native-dapp’;
import * as React from ‘react’;


	function App(): JSX.Element {
	const connector = useWalletConnect();
if (!connector.connected) {



	/**
	
	Connect! 🎉




*/





return <Button title=”Connect” onPress={() => connector.connect())} />;




}
return <Button title=”Kill Session” onPress={() => connector.killSession()} />;





}


	export default withWalletConnect(App, {
	redirectUrl: Platform.OS === ‘web’ ? window.location.origin : ‘yourappscheme://’,
storageOptions: {


asyncStorage: AsyncStorage,




},








});

## Customization

@walletconnect/react-native-dapp also permits you to customize the presentation of the [QrcodeModal](https://github.com/WalletConnect/walletconnect-docs/tree/074ef6d866a4790726bc2159d80cdc4f35a969ea/quick-start/dapps/src/components/QrcodeModal.tsx). This is achieved by passing the [Render Callback](react-native.md) prop, renderQrcodeModal, to our calls to withWalletConnect or instances of WalletConnectProvider.

For example, you could choose to render a wallet selection using a BottomSheet opposed to a Modal:

```typescript
import AsyncStorage from ‘@react-native-async-storage/async-storage’;
import BottomSheet from ‘react-native-reanimated-bottom-sheet’;
import { Image, Text, TouchableOpacity } from ‘react-native’;
import {


useWalletConnect,
withWalletConnect,
RenderQrcodeModalProps,
WalletService,




} from ‘@walletconnect/react-native-dapp’;
import * as React from ‘react’;


	function CustomBottomSheet({
	walletServices,
visible,
connectToWalletService,
uri,



	}: RenderQrcodeModalProps): JSX.Element {
	
	const renderContent = React.useCallback(() => {
	
	return walletServices.map((walletService: WalletService, i: number) => (
	
	<TouchableOpacity key={i${i}} onPress={() => connectToWalletService(walletService, uri)}>
	<Image source={{ uri: walletService.logo }} />
<Text>{walletService.name}</Text>





</TouchableOpacity>





));





}, [walletServices, uri]);
return <BottomSheet renderContent={renderContent} {…etc} />;





};


	function App(): JSX.Element {
	const connector = useWalletConnect();
return <>{/* awesome custom app here */}</>;





}


	export default withWalletConnect(App, {
	redirectUrl: Platform.OS === ‘web’ ? window.location.origin : ‘yourappscheme://’,
storageOptions: {


asyncStorage: AsyncStorage,




},
renderQrcodeModal: (props: RenderQrcodeModalProps): JSX.Element => (


<CustomBottomSheet {…props} />




),








});
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# Web3 Provider

## Quick Start For Dapps (Web3 Provider)

{% hint style=”info” %}
You can use the Test Wallet to test your integration at [test.walletconnect.org](https://test.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-test-wallet)). Keep in mind that this is not a secure wallet - Do not store funds.
{% endhint %}

### Install

{% tabs %}
{% tab title=”yarn” %}
`bash
yarn add web3 @walletconnect/web3-provider
`
{% endtab %}

{% tab title=”npm” %}
`bash
npm install --save web3 @walletconnect/web3-provider
`
{% endtab %}
{% endtabs %}

{% hint style=”success” %}
Syntax shown below is Javascript ES6 which requires bundling and transpiling to run in web browsers. If unfamiliar we recommend setting up an environment using [Webpack Starter](https://github.com/wbkd/webpack-starter) or [Create React App](https://github.com/facebook/create-react-app)
{% endhint %}

## Setup

First, instantiate your WalletConnect web3-provider using the following options: Infura or Custom RPC mapping

{% tabs %}
{% tab title=”Infura” %}
```javascript
import WalletConnectProvider from “@walletconnect/web3-provider”;

//  Create WalletConnect Provider
const provider = new WalletConnectProvider({


infuraId: “27e484dcd9e3efcfd25a83a78777cdf1”,




});

//  Enable session (triggers QR Code modal)
await provider.enable();
```
{% endtab %}

{% tab title=”Custom RPC” %}
```javascript
import WalletConnectProvider from “@walletconnect/web3-provider”;

//  Create WalletConnect Provider
const provider = new WalletConnectProvider({



	rpc: {
	1: “https://mainnet.mycustomnode.com”,
3: “https://ropsten.mycustomnode.com”,
100: “https://dai.poa.network”,
// …





},




});

//  Enable session (triggers QR Code modal)
await provider.enable();
```
{% endtab %}
{% endtabs %}

Then you can integrate your dapp using your favorite Ethereum library: ethers.js or web3.js

{% tabs %}
{% tab title=”ethers.js” %}
```javascript
import { providers } from “ethers”;

//  Wrap with Web3Provider from ethers.js
const web3Provider = new providers.Web3Provider(provider);
```
{% endtab %}

{% tab title=”web3.js” %}
```javascript
import Web3 from “web3”;

//  Create Web3 instance
const web3 = new Web3(provider);
```
{% endtab %}
{% endtabs %}

## Events (EIP-1193)

After setting up your provider you should listen to EIP-1193 events to detect accounts and chain change and also disconnection.

```typescript
// Subscribe to accounts change
provider.on(“accountsChanged”, (accounts: string[]) => {


console.log(accounts);




});

// Subscribe to chainId change
provider.on(“chainChanged”, (chainId: number) => {


console.log(chainId);




});

// Subscribe to session disconnection
provider.on(“disconnect”, (code: number, reason: string) => {


console.log(code, reason);





});

## Provider Methods

```typescript
interface RequestArguments {


method: string;
params?: unknown[] | object;




}

// Send JSON RPC requests
const result = await provider.request(payload: RequestArguments);

// Close provider session
await provider.disconnect()
```

## Web3 Methods

```typescript
//  Get Accounts
const accounts = await web3.eth.getAccounts();

//  Get Chain Id
const chainId = await web3.eth.chainId();

//  Get Network Id
const networkId = await web3.eth.net.getId();

// Send Transaction
const txHash = await web3.eth.sendTransaction(tx);

// Sign Transaction
const signedTx = await web3.eth.signTransaction(tx);

// Sign Message
const signedMessage = await web3.eth.sign(msg);

// Sign Typed Data
const signedTypedData = await web3.eth.signTypedData(msg);
```

## Provider Options

### Required

In order to resolve non-signing requests you need to provide one of the following:

#### Infura ID

The infuraId will support the following chainId’s: Mainnet (1), Ropsten (3), Rinkeby(4), Goerli (5) and Kovan (42)

```typescript
const provider = new WalletConnectProvider({


infuraId: “27e484dcd9e3efcfd25a83a78777cdf1”,







});

#### RPC URL Mapping

The RPC URL mapping should be indexed by chainId and it requires at least one value.

```typescript
const provider = new WalletConnectProvider({



	rpc: {
	1: “https://mainnet.mycustomnode.com”,
3: “https://ropsten.mycustomnode.com”,
100: “https://dai.poa.network”,
// …





},







});

### Optional

You can also customize the connector through the provider using the following options

#### Bridge URL

Use your own hosted bridge by providing the url

```typescript
const provider = new WalletConnectProvider({


infuraId: “27e484dcd9e3efcfd25a83a78777cdf1”,
bridge: “https://bridge.myhostedserver.com”,







});

#### Disable QR Code Modal

Use your own custom qrcode modal and disable the built-in one

```typescript
const provider = new WalletConnectProvider({


infuraId: “27e484dcd9e3efcfd25a83a78777cdf1”,
qrcode: false,




});


	provider.connector.on(“display_uri”, (err, payload) => {
	const uri = payload.params[0];
CustomQRCodeModal.display(uri);








});

#### Filter Mobile Linking Options

If you would like to reduce the number of mobile linking options or customize its order, you can provide an array of wallet names

```typescript
const provider = new WalletConnectProvider({


infuraId: “27e484dcd9e3efcfd25a83a78777cdf1”,
qrcodeModalOptions: {



	mobileLinks: [
	“rainbow”,
“metamask”,
“argent”,
“trust”,
“imtoken”,
“pillar”,





],




},







});
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  —
description: Quick Start For Wallets Using Kotlin Client (Android)
—

# Kotlin Client (Android)

## Quick Start For Wallets (Kotlin Client)

{% hint style=”info” %}
You can use the Example Dapp to test your integration at [example.walletconnect.org](https://example.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-example-dapp))
{% endhint %}

## Github

This quick start is currently incomplete, please check the [Github repository](https://github.com/WalletConnect/kotlin-walletconnect-lib) for this Client



            

          

      

      

    

  

    
      
          
            
  —
description: Quick Start For Wallets Using React-Native Client
—

# React-Native Client

## Quick Start For Wallets (React-Native Client)

{% hint style=”info” %}
You can use the Example Dapp to test your integration at [example.walletconnect.org](https://example.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-example-dapp))
{% endhint %}

### Install

{% tabs %}
{% tab title=”yarn” %}
Install NPM Package

`bash
yarn add @walletconnect/client
`

Polyfill NodeJS modules for React-Native

`bash
yarn add rn-nodeify
rn-nodeify --install --hack
`
{% endtab %}

{% tab title=”npm” %}
Install NPM Package

`bash
npm install --save @walletconnect/client
`

Polyfill NodeJS modules for React-Native

`bash
npm install --save rn-nodeify
rn-nodeify --install --hack
`
{% endtab %}
{% endtabs %}

### Initiate Connection

```javascript
import WalletConnect from “@walletconnect/client”;

// Create connector
const connector = new WalletConnect(



	{
	// Required
uri: “wc:8a5e5bdc-a0e4-47…TJRNmhWJmoxdFo6UDk2WlhaOyQ5N0U=”,
// Required
clientMeta: {


description: “WalletConnect Developer App”,
url: “https://walletconnect.org”,
icons: [“https://walletconnect.org/walletconnect-logo.png”],
name: “WalletConnect”,




},





},
{


// Optional
url: “<YOUR_PUSH_SERVER_URL>”,
type: “fcm”,
token: token,
peerMeta: true,
language: language,




}




);

// Subscribe to session requests
connector.on(“session_request”, (error, payload) => {



	if (error) {
	throw error;





}

// Handle Session Request

/* payload:
{


id: 1,
jsonrpc: ‘2.0’.
method: ‘session_request’,
params: [{


peerId: ‘15d8b6a3-15bd-493e-9358-111e3a4e6ee4’,
peerMeta: {


name: “WalletConnect Example”,
description: “Try out WalletConnect v1.0”,
icons: [“https://example.walletconnect.org/favicon.ico”],
url: “https://example.walletconnect.org”




}




}]




}
*/




});

// Subscribe to call requests
connector.on(“call_request”, (error, payload) => {



	if (error) {
	throw error;





}

// Handle Call Request

/* payload:
{


id: 1,
jsonrpc: ‘2.0’.
method: ‘eth_sign’,
params: [


“0xbc28ea04101f03ea7a94c1379bc3ab32e65e62d3”,
“My email is john@doe.com - 1537836206101”




]




}
*/




});


	connector.on(“disconnect”, (error, payload) => {
	
	if (error) {
	throw error;





}

// Delete connector






});

### Manage Connection

```javascript
// Approve Session
connector.approveSession({



	accounts: [                 // required
	‘0x4292…931B3’,
‘0xa4a7…784E8’,
…





],
chainId: 1                  // required




})

// Reject Session
connector.rejectSession({


message: ‘OPTIONAL_ERROR_MESSAGE’       // optional




})

// Kill Session
connector.killSession()
```

### Manage Call Requests

```javascript
// Approve Call Request
connector.approveRequest({


id: 1,
result: “0x41791102999c339c844880b23950704cc43aa840f3739e365323cda4dfa89e7a”




});

// Reject Call Request
connector.rejectRequest({


id: 1,                                  // required
error: {


code: “OPTIONAL_ERROR_CODE”           // optional
message: “OPTIONAL_ERROR_MESSAGE”     // optional




}







});





            

          

      

      

    

  

    
      
          
            
  —
description: Quick Start For Wallets Using Swift Client (iOS)
—

# Swift Client (iOS)

## Quick Start For Wallets (Swift Client)

{% hint style=”info” %}
You can use the Example Dapp to test your integration at [example.walletconnect.org](https://example.walletconnect.org) ([Source code](https://github.com/WalletConnect/walletconnect-example-dapp))
{% endhint %}

## Github

This quick start is currently incomplete.

There are two swift clients available at the moment:


	[wallet-connect-swift](https://github.com/WalletConnect/wallet-connect-swift) maintained by [Trust Wallet](https://trustwallet.com) team


	[WalletConnectSwift](https://github.com/WalletConnect/WalletConnectSwift) maintained by [Gnosis Safe](https://gnosis-safe.io) team




Please check the repositories for more details.
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